An Overview of Security Support in
Named Data Networking

Zhiyi Zhang, Yingdi Yu, Haitao Zhang, Eric Newberry, Spyridon Mastorakis, Yanbiao Li, Alexander
Afanasyev, and Lixia Zhang

Presenter
Md Bulbul Sharif



Outline

= [ntroduction

= Background

= An Example Application

= Goals, Challenges and Solutions of the NDN Security Design
= NDN Security Bootstrapping Process

= Comparison of NDN and TCP/IP Security

= Personal Opinions



Introduction

= Named data networking (NDN)

= |nternet architecture which changes the network communication model.

= Application-layer names instead of delivering packets to receivers identified by
IP addresses.

= Secure data at the network layer.
= An overview of NDN’s security framework
= |[lustrate the developed mechanisms

= |[lustrate how applications can utilize name semantics



Background

= Shifting HTTP’s request and response to the network layer.

= Request carried in an NDN Interest packet containing the name of the
requested data.

» Producers: Produce data, Consumers: Request data.

= NDN and HTTP data differs in two ways

= ALl NDN Data packets are immutable
= NDN Data packet carries a signature
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NDN Security Design Goals

= Secures data directly
= Provide highly usable security

= Cryptographic key management and operations should be automated

= Minimizing the reliance on manual configuration



NDN Security Design Challenges

= Establishing Trust Anchor(s)
= Cryptographic verifications must terminate at a trust anchor.
= Authority of each networked system establishes its own trust anchor(s).
= Entities under authority can discover trust anchors through local system settings.

= Providing Effective Solutions for Trust Management
= Must enable applicationsto express their own trust policies.
= Entities are able to obtain certificates and learn policies from trustworthy parties.
= |Inform entity which keys should be used for signature generation and verification.

= Providing Usable Key Management Solutions

= Requiring mechanismsto assign and deliver the correct keys to the parties
automatically.

= Enables developers to define naming conventions to construct the names of the
cryptographic keys.



Basic Components of NDN Security

= Digital Keys

= NDN treats cryptographic keys as any other named data and allow them to be retrieved
using Interest-Data exchanges at the network layer.

= Certificates

= A certificate is a Data packet carrying a public key and can be fetched like any other
Data packet.

= /ndnfit/alice/KEY/001/N-testbed/002

» Trust Policies

= Applications define trust policies

= A trust policy can require that the key used to authenticate data must not be used to sign
encryption keys.



Security Bootstrapping in NDN

= Obtaining Trust Anchors

= An entity needs trust anchors to verify other entities’ authenticity.
= NDN security design assumes that different systems establish their own trust anchors.

= Obtaining Certificates

= To generate Data packets with valid names and verifiable signatures, a producer must
first obtain a name and a certificate.

= Developed the NDN certificate management system to process certificate requests
automatically.

= | earning Trust Policies

= To determine cryptographic key’s legitimacy an application needs to obtain trust
policies.

= Default policy may define that Data packets carrying trust policies must be directly
signed by a trust anchor with a given name.



Data Authenticity

= Validation by Trust Policies

= Data name, the signing key name, the relationship between the key name and Data name,
and the trust anchor name must follow application-defined rules.

= Signature Verification

= To verify the signature in a received Data packet, a consumer retrieves the certificate of
its producer.

= The received data packet is considered valid only if all the certificates in the above chain
have valid signatures and satisfy the trust policies.
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Data Confidentiality

= Developed named-based access control (NAC) and its enhancement with attribute-
based encryption (NAC-ABE)

= Name-Based Access Control
= Key Generation
= Data Production
= Data Consumption

= Access Control Granularity
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Data And Certificate Availability

= Improving Data Availability Via In-network Storage
= NDN secures data directly, so Data packets can be retrieved from anywhere

= Certificate Availability
= NDN certificates are carried in Data packets

= Authors have developed the NDN certificate bundle to allow each producer to
collect all the certificates
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Comparison of NDN and Tcp/Ip Security

= Securing Data vs Securing Channels
= TCP/IP - a channel between two processes.

= Data could have been altered before entering the channel and loses cryptographic
protection as soon as it leaves the channel

= NDN secures data directly, removing any reliance on the security of intermediate
communication channels

= Establishing Trust Using Name Semantics

= Existing certificate authentication solutions lack the means to effectively reason about
trust.

= |[n NDN, entities may utilize local authorities instead of commercial certificate authorities
as trust anchors.
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Personal Opinions

= The authors assume that readers have some basic knowledge of
cryptography.

= Authors have claimed that they omit details because of space.
= Developed other tools.

= How to solve scalability and manageability issues?

= What if local authorities compromise?
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