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DEFINITION OF CLOUD COMPUTING - SERVICE MODELS (3]

Software as a Service (Microsoft’s Live Mesh)
Platform as a Service (e.g., Google App engine, Microsoft Azure)

Infrastructure as a Service (e.g., EC2, S3)

Each layer builds on top of the one below it
Data centers provide infrastructure for the
cloud

The other three layers (laaS, PaaS, and
SaaS) will be discussed in the next slides



The capability provided to the customer is to use the provider’s applications running on a cloud infrastructure
These applications are available from various client devices through either a thin client interface (e.g., web-based
email using a web browser) or a program interface

% The customer does not control the cloud infrastructure (including network, servers, operating systems, storage,
or individual application capabilities)
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Fig. 2. SaaS provider/subscriber control responsibilities.




%  The capability provided to the customer is to deploy customer-created applications onto the cloud infrastructure
using tools supported by the provider

%  The customer does not control the cloud infrastructure (including network, servers, operating systems, or
storage) but does have control over the deployed applications

Cloud Provider Cloud Subscriber

No Control Application (—1 Admin Control
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Fig. 3. PaaS Provider/Subscriber Control Responsibilities.



%  The capability provided to the customer is to provision computing resources where the customer-can
deploy and run any software, including operating systems and applications

%  The customer does not control the cloud infrastructure but does have control over the operating
system, storage, and deployed applications

Cloud Provider Cloud Subscriber

Application
No Control Middleware (——1Total Control

Guest Oper. System
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Fig. 4. |aaS Provider/Subscriber Control Responsibilities.
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ARCHITECTURAL SECURITY CHALLENGES (2]
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DATA AND STORAGE ISSUES (2]




WEB APPLICATION AND API SECURITY (2]




WEB APPLICATION AND API SECURITY (2]




IDENTITY MANAGEMENT AND ACCESS CONTROL (2!




CONTRACTUAL AND LEGAL CHALLENGES (2]
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SOLUTIONS TO ARCHITECTURAL CHALLENGES (2]
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SOLUTIONS TO CONTRACTUAL AND LEGAL CHALLENGES (2]
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MOBILE CLOUD COMPUTING ARCHITECTURE (3]
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SOLUTIONS T0 MOBILE CLOUD COMPUTING SECURITY CHALLENGES
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