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1. Summary of the Paper

(~0.5 page)

"Development of the Domain Name System"[1] recounts the constraints and decisions that went into

the design of DNS’s distributed architecture. By starting out with the problems of early HOSTS.TXT

methods of naming, the nature of the problem DNS was meant to solve becomes immediately clear.

The paper concisely lays out what the pillars of DNS’s design are, and given the design goals are laid

out first, it’s easy to understand why the technical details are the way they are.

Given DNS is ubiquitous and well-understood now, I find this paper’s focus on why DNS was designed

the way it was insightful. It’s particularly interesting to hear about the parts of DNS’s architecture that

were used in ways that were unexpected in the original design, as well as the problems encountered

with the actual implementation and migration.

2. Critical Review

(~1.5 pages)

a) What problem(s) did the paper address?

The paper addresses the problems building a scalable, distributed naming service for the internet.

b) Why would anyone care about this particular problem? Who is the intended audience?

While IP addresses are useful for directing connections over an internet, for such a system to be user

friendly, some human-readable translation of these abstract numbers is necessary. The key to this

problem is designing a system that can perform that task reliably and efficiently at scale in a way

that’s invisible to the user. The intended audience for this paper is people trying to understand the

core architecture of DNS and perhaps more importantly, the design constraints and decisions that

lead to that architecture.

c) What are the existing gaps that necessitate this work?

Manually defining and updating HOSTS.TXT is time consuming and inefficient. Changes propagated

inefficiently as the number of hosts rapidly increased, requiring a different and more robust system.
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d) What is the authors approach in solving this problem?

The authors designed DNS around being highly compatible and extensible, to provide all the same

functionality (and more) than the current solution at the time, but doing so in a distributed manner

so as to improve performance and make management easier at scale.

e) Does the evaluation support their hypothesis?

DNS is successful in making a robust naming service that’s transparent to the user and highly scalable,

particularly given how it persists nearly four decades later. It’s hard to think that the internet could

grown to the size it is without a distributed naming service like DNS, and it’s focus on not forcing

particular operating systems or architectures on its users means it has outlived many OSes and

architectures.

f) What are the possible inefficiencies in their approach?

While it is distributed, the tree-like nature of DNS means that corruption at the root can propagate

throughout the entire service, and great care must be taken to protect the integrity and availability

of those root servers. Because of its distributed nature, DNS also relies heavily on caching, which

can lead to many edge cases where the DNS info is changed but takes a relatively long time for that

change to propagate. Because DNS is distributed, it also relies on local DNS server administrators to

make the right decisions, which can be a problem.

g) In your opinion, how can we address those inefficiencies?

Having robust and highly secure root servers with many backups. Widening the tree of the name-

space as much as reasonable (as opposed to deeper nesting of zones) to make changes propagate

faster and more simultaneously. Having more automated tools for deploying DNS servers to make

administration easier and less prone to human failures.

h) What are the future research questions left unanswered (explicitly or implicitly)?

Who is in control of DNS is the big elephant in the room for me. DNS fundamentally allows

distributed control, but also requires a hierarchy where somebody needs to be on top to prevent it

from dissociating into chaos. By its very nature of being a service that must be provided worldwide,

there is a fundamental political conundrum of who is actually in charge of such a critical resource

for society and humanity at large, and the philosophical question of who has the right to make that

decision or the pragmatic question of if that decision can be enforced.
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i) Judging from all of the above answers, do the authors justify the conclusions they
reach? Why or why not?

Yes. DNS is clearly imperfect, but also is functional enough to be a stable backbone of the modern

internet. In hindsight, there are many advantages to a more complex solution than DNS, in terms of

storing other data that could be used, but given it’s remarkable resiliency over many decades and

versatility throughout many shifts in how the internet is used, DNS has accomplished those critical

design assumptions of functionality, performance, interoperability, extendability, and manageability

through distribution.
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